Our society may enhance and create new services in a people-centric IoT context through the exchange of information with sensor devices. Unfortunately, communication and services may be compromised due to a number of factors including unreliable communication, complexity, and security threats like spoofing. Within the technologies involved in the IoT paradigm, passive RFID allows the inventorying of simple objects toward wireless communication with a low-cost investment. We present a solution to increase the personalization of IoT applications and services (e.g., accessing a restricted area with a contact-less card) by detecting people-object gestures with an accelerometer-enabled passive RFID tag. We demonstrate the feasibility of our proposal by achieving a precision of 85 percent in people-object gestures classification.
IntroductIon
Our society has been living connected for centuries; first as individuals (i.e., face-to-face conversations) and recently through computers (e.g., on the Internet). Currently, the object entity has become part of the connection with people, the well-known Internet of Things (IoT) paradigm. IoT enhances and increases the interaction with entities obtaining rich information for future services where humans become the center of the interactions. From smartphones to wearables, people carry sensors that can enable people-centric services and applications within the IoT context.
Within the different commercially available IoT technologies, RF identification (RFID) enables identification and personalized services by means of a simple electronic label and a reader system. RFID, including near field communication (NFC), automatizes services such as access to restricted areas or identifying an individual in a purchase transaction, by means of simply interacting with the RFID system. The use of passive RFID brings specific benefits over other IoT technologies, like cost effectiveness and simplicity, thanks to its passive nature (i.e., no need for battery usage or replacement). The benefits of such systems may, nonetheless, come with drawbacks. These interactions may be compromised due to a number of factors like unreliable communication, the inherent complexity of IoT, and security threats like impersonation or spoofing. For instance, if an attacker obtains the IoT-enabled object identity (i.e., an RFID card identification), security will be compromised since the attacker will be able to impersonate the legitimate user.
The fact that IoT provides not only connectivity or identification, but a large range of features, may provide a solution for the above problem. For instance, RFID technology not only provides the unique identification of a given object, but also generates other relevant information such as timestamps, localization, and low-level RF indicators. For instance, the received signal strength indicator (RSSI) or RF phase (PHASE) may reveal further information such as distance, movement, and interaction with people. Moreover, RFID tags can also include sensors like temperature, pressure, and accelerometers. Thus, besides the identification code, other RFID-related features can be used to personalize IoT applications.
In this article, we present a simple method of gesture detection using passive RFID tags. The goal is to enable people-centric IoT applications and services by means of classifying specific gestures using a battery-less accelerometer sensor embedded in a passive RFID tag.
Specifically, we achieve the following contributions:
• A method to characterize the people-object gestures based on acceleration time-series information • The implementation of an unsupervised machine learning technique to classify people-object gestures • An empirical demonstration of the people-object gestures classification with off-theshelf devices and equipment The remainder of this article is organized as follows. We introduce the problem motivation and the related state of the art. The RFID-based people-object gesture detection principle is described, and we present the methodology and experimentation procedure to collect and classify the people-object gestures, which we empirically evaluate. A business model analysis of our approach is performed. Finally, the article is concluded, also pointing out future work directions.
relAted Work
Several authors have approached the challenge of detecting and classifying human gestures. Daniels et al. [1] recognized hand movements by using two cameras and middleware to extract the information of the frames. Although they obtained a high-performance solution, this approach is expensive both economically and computationally. Ali et al. [2] extract biometric data thanks to a video surveillance system, and by using the Dis- [8] . Although these solutions show good results in detecting hand movements, they require sensors fed by a battery, besides being obstructive. Wartha and Londhe [9] introduce the topic of people verification through basic movements or by proximity with an RFID labeled object and using implanted medical devices (IMDs) or common sensor devices (i.e., car keys located in the pocket). Nevertheless, their approach requires access to IMDs, if the user has any, or additional sensor devices, thus being an intrusive solution. Parada et al. [10] present a method for classifying an object between being static and interactive in a context-aware smart shelf scenario by uniquely using RFID data. They defined interaction as the action of removing the labeled object from its static position from a context-aware smart shelf. However, their solution simply detects either interaction or static position of objects. Finally, Asadzadeh et al. [11] propose the recognition of gestures using three RFID antennas distributed within a limited matrix and classifying the movements using a hypothesis tree method. Although these approaches to gesture recognition using RFID returned promising results, they simply detect movement or require more complex equipment.
We propose a method for gesture detection using battery-less accelerometers embedded in passive RFID tags, in the context of people-centric IoT applications. The novelty of our solution in relation to to the prior work described above relies on uniquely using passive RFID technology. No vision techniques (as in [1, 2] ) are required, or active sensors ( [3, 6] ) or unidentifiable electromagnetic signals [7] . Furthermore, our solution is non-intrusive as compared to glove utilization [8] or IMDs [9] . Finally, our proposed system is able to classify multiple gestures instead of simple interaction [10] and uses a simpler RFID setup [11] .
rFId-bAsed PeoPle-object MoveMent detectIon
Within the different RFID technologies and standards, the UHF EPC Gen2 [12] RFID is a de facto standard in retail. In EPC Gen2, RFID antennas interrogate, in a time-multiplexed manner, RFID passive tags, and these RFID passive tags within the read range backscatter the signal back to the RFID reader. The RFID reader not only inventories those RFID tags within its read range, but can also record other high-and low-level indicators included in the backscattered signal. The high-level indicators, such as identification code, timestamp, antenna port, and reader identifier, uniquely identify an object within the object population, besides providing an implicit timestamp for each sample. The low-level indicators provide an approximated measure of the RF signal from the tags as measured by the RFID antenna. For instance, the RSSI is modeled by the two-way radar equation for a monostatic transmitter, while the PHASE is approximated by the combination of the round-trip distance between the reader's antenna and the tag, plus the phase rotation introduced in the transmission and reception, and at the tag itself:
The idea behind a people-object movement is given by a variation on the low-level RFID indicators. Detecting weaker RSSI and unstable PHASE samples may imply a long coarse-grained distance between tag and antenna. In contrast, a tag returning stronger RSSI and stable PHASE samples may imply a static tag closer to the antenna [10] . For instance, Fig. 1 shows the variation of RFID features recorded with an RFID reader and antenna while a person was taking an RFID labeled object off the shelf and later returning it back to the shelf. The interaction time of about one minute is represented with black dots as well as dashed vertical lines. It can be observed that during the interaction time, the RSSI measures a decrease of over 20 dB, and the PHASE measures deviate about 80˚. On the contrary, if the object remains static (indicated with white circles), the values remain constant except for small interferences inherent to the RF scenario. Hence, if variations in the above indicators are detected using RFID equipment and the proper statistical or machine learning tools, a physical interaction with the object can be assumed (we refer the readers interested in these techniques to [10] for further information). Nevertheless, RFID low-level signals only allow the detection of coarse movements like people-object interactions, but not fine-grained movements like users' gestures. Thus, detecting specific gestures requires further context-aware informa- tion. A solution improving movement detection accuracy within the same passive RFID technology is integrating sensors in the RFID labels. For instance, accelerometers have been demonstrated as reliable sensors to detect fine-grained movements [6, 8] . An accelerometer detects movement through spatial coordinates x, y, and z with respect to the gravity (measured in meters per second squared or g), generating a time-series of movement-related data.
Next, we detail the proposed methodology to detect specific users' gestures by using passive RFID tags with an integrated accelerometer sensor.
Gesture detectIon MethodoloGy And exPerIMentAtIon
This article presents a method of gesture detection using battery-less accelerometers embedded in passive RFID tags, enabling people-centric services and applications while improving security in the IoT context. The goal is to combine the implicit ID-based RFID authentication with a specific gesture, providing two levels of authentication, and reducing security threats from third parties such as spoofing or impersonation. For instance, the proposed method could be used to improve authentication in restricted area access or authorizing payments in a commercial transaction. Figure 2 summarizes the methodology used to enable gesture detection. Specific gestures are performed using a passive RFID tag with accelerometer sensor capabilities, together with any smartphone (from low to high range) with an integrated accelerometer for comparison and evaluation purposes (1) . The gestures data is sampled by a commercial RFID reader and antenna (2) for the RFID tag using a commercial smartphone with an integrated accelerometer, and finally transferred to the same computer (3) .
The data is stored as a collection of time-series information. Next, an automatic preprocessing stage is applied dividing the time series into individual gestures, also filtering the time-series static periods before and after the actual gesture (4). Feature extraction is enabled by using the Dynamic Time Warping (DTW) algorithm, which measures the similarity between two time-series, resulting in a numeric distance. The lower the numeric distance, the higher the similarity between the two time-series. DTW has already been successfully used for context recognition using accelerometers [13] . Hence, we select DTW to extract the distance between each performed gesture by either the passive RFID tag or the smartphone (5). Finally, an unsupervised machine learning algorithm is used to analyze the time-series segment and classify the input gesture (6) . Because of its simple implementation and robustness with respect to the spatial distribution of the samples, k-nearest neighbor (kNN) [14] is used in our experiments. In the kNN algorithm, the parameter k indicates the number of nearest neighbors to which a test sample is compared, classifying based on the majority of votes. For instance, if a test sample is compared with the four nearest neighbors and three of them are class A, this test sample is also considered as class A. It is worth mentioning that other unsupervised machine learning techniques could also be used. Nevertheless, our goal is to demonstrate the feasibility to classify gestures using the input accelerometer data and a simple classification technique like kNN.
The experimentation methodology is based on performing different gesture actions with both the passive RFID tag and the smartphone, following the steps described above (Fig. 2) . In the experimentation stage, we used commercial state-of-theart equipment. On one hand, we used a passive RFID tag with an integrated accelerometer from the Farsens company [15] , generating around seven accelerometer samples per second. On the other hand, we used a commercial Android smartphone equipped with the Sensor Kinetic Pro app available at the Android Store [16] , generating around 25 accelerometer samples per second. We defined three different gestures, which we denote as: R, W, and C. Figure 3 shows three images corresponding with the gestures procedure. Figure 3a -3c correspond with the movements C, W, and R, respectively. The idea behind the people-object gestures is given by the variation of the three time series accelerometer data associated with each of the spatial coordinates x, y, and z. Figure 4 depicts the time series of the x, y, and z spatial coordinates while performing a gesture with a passive RFID tag (solid red line) and a smart phone (dashed black line). Figure 4a represents an example of low DTW value where both the passive RFID tag and the smartphone time series perform the same gesture W. Opposite, Fig.  4b shows an example of high DTW value because of the different gestures performed with the passive RFID tag (C) and the smartphone (W). It is important to stress that the DTW algorithm is able to compute the similarity between the different time series even if their lengths differ. Hence, the gestures' performance does not need to be either synchronized or restricted to any specific length. Specifically, a total of 30 samples were performed, half with the passive RFID tag and the other half with the smartphone. With each device, volunteers executed the three predetermined gestures R, W, and C over an approximately 15 s period. Since each gesture is composed of three time series (one for each spatial coordinate), a total of 90 time series were generated in the experimentation stage. Therefore, a matrix of 2700 distances is generated by comparing all time sequence representations to each other.
evAluAtIon And dIscussIon
IoT-based gesture detection must ensure proper performance in the context of people-centric applications and services like authentication or intelligent systems. Hence, gesture classification performed on either passive tags or smartphones must be accurate and reliable. As described earlier, a total of 2700 time series are generated from the 30 executed tests. Ten-fold cross validation is used to evaluate the kNN clustering based on DTW features (implemented using the statistical software R. kNN is in turn evaluated using different values. In this article we present the results of k = {10, 8, 5}, being three of the most representative values in the experimentation phase. Table 1 tabulates the ratio of the people-object gesture's prediction from both the passive RFID tag and the mobile device. The total number of 30 samples of movements are divided into each of the three movements C, R, and W, and each device. In addition, the ratio is calculated based on the number of neighbors (k). For each value of k the predicted gesture with highest ratio and its ratio are shown.
The results show how selecting a proper value of k is key for the correct performance of the kNN algorithm. Although the C gesture is correctly classified using all evaluated values of k, gestures R and W require fine-tuning the k parameter to 5. Not unexpectedly, the more complex the gesture, the harder it is to correctly classify. Comparing the smartphone to the passive RFID tag, the higher sampling rate of the smartphone provides more consistent results, although final classification ratios are the same for both technologies using five neighbors. Thus, we demonstrate that gesture recognition with the passive UHF tag with integrated accelerometer is able to detect specific gestures, achieving similar results as a more expensive device like a smartphone. Besides the ratio of classification, we calculated measurement metrics -precision, recall, and accuracy -for the samples extracted from the passive RFID tag. These metric measurements differ from those of Table 1 since those represent the ratio of classification by a given gesture, while these metric measurements illustrate the overall classification procedure. Figure  5 shows the percentage (y-axis) for each metric measurement with different k values (x-axis). Notice that, for simplicity's sake, we averaged the classification metrics for all gestures C, R, and W, showing the confidence intervals. As we can observe in the figure, k = 5 returns the best results for all metrics, achieving around 85 percent precision and 73 percent accuracy. Focusing on the classification metrics for each gesture, the precision/recall results with k = 5 for the gestures C, R, and W are 56/100 percent, 100/38 percent, and 100/50 percent, respectively. In the cases of k = 8 and k = 10, these precision/recall values are 50/100, 100/29, and 100/41 percent, and 47/100, 100/21, and 100/39 percent, respectively. Notice how each gesture returns different metrics, generating either more false positives (gesture C) or false negatives (R and W). On average, the high precision metrics reveal good behavior of our proposed system in avoiding false positives. However, the lower recall implies a larger number of false negatives, which must be improved in future versions of the system. Nevertheless, the results confirm the feasibility of detecting people-object gestures using a passive RFID tag with an integrated accelerometer in a people-centric IoT paradigm, with similar results as performing the same gestures with a higher-range device like a smartphone. Besides passive UHF, other passive RFID technologies like near field communications (NFC) could also be suitable candidates. However, the reduced read range of NFC would make the gestures procedure harder to perform and detect.
busIness Model AnAlysIs
The proposed method could be used, for instance, within the context of intelligent systems to improve authentication in a restricted area access or authorizing payments in a commercial transaction, hence providing safer services thanks to people-centric IoT. Beyond the prototype presented in this article, in a real scenario a user would initially have performed and stored a specific gesture (i.e., in a service's signup process) to later authenticate herself in the service through the two-step process: RFID plus gesture. The authentication process could be done against a local server, the cloud, or any other storage system.
This service could be adapted to a Physical Freemium IoT business model, as defined by Fleisch et al. in [17] . The physical system (RFID reader plus tags) could be sold together with a free digital service, such as operation and maintenance. Over time, customers could switch to a premium service like cloud storage, a higher number of users, or electronic monitoring.
conclusIon And Future Work
In a people-centric IoT paradigm, objects enhance the communication between people and the Internet, improving or creating new context-aware Table 1 . Empirical evaluation of the gestures classification. services. Nevertheless, this exchange of information may be compromised due to a number of factors including unreliable communications, the inherent IoT complexity, or even security threats like spoofing. Hence, new approaches are required to improve security and authentication in any IoT-related transactions.
Within the wide range of available IoT systems, passive RFID is a ubiquitous technology due to its simplicity and low cost. Besides automated identification, RFID can also extract context-aware features such as object movement. Moreover, if combined with integrated sensors like accelerometers, it may provide a finer-grained resolution of events.
In this article we propose a method for gesture detection using battery-less accelerometers embedded in passive RFID tags and unsupervised learning, intended to improve people-centric IoT applications and services like authentication and intelligent systems.
The results demonstrate the suitability of our proposal by achieving high precision in detecting specific gestures using a passive UHF RFID tag with an integrated accelerometer and the unsupervised kNN classification method. With the proposed system, we expect to contribute to a better people-centric IoT ecosystem, improving services and applications by means of simple gesture detection using context-aware technology. Our future work includes, but is not limited to:
• Improving low-level information extraction from the passive RFID tags to infer movements and gestures with higher resolution 
